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Abstract

Today, cyber security has become an 
internationally critical issue. As a result, 
many countries have concentrated on 
training cyber security professionals and in 
attempts to encourage people for this 
training, are organizing hackathons and 
capture the flag (CTF) competitions. These 
competitions run on servers and virtual 
machines that are specifically configured 
for this purpose. This project aims to create 
a cross-platform environment to learn and 
practice penetration testing skills with 
engaging storylines, while taking 
community feedback every step of the way 
to increase usability of the machines and 
increase the educational value.

Introduction
Cyber security is a domain that is 
constantly being renewed and has many 
subdomains like cryptography, forensics, 
reverse engineering, mobile and 
networking. In order to be an expert in 
cyber security, all latest topics need to be 
followed and all of its subdomains must be 
fully known. Therefore, it is crucial to start 
learning early. Vulnerabilities are very 
diverse and they are spread very wide. 
Some of them depend on the operating 
system, some of them depend on older 
versions of some software, so it is difficult 
to create a training simulation environment 
in a single platform for penetration testing 
students.
One way to create such a training 
environment is to set-up pre-configured 
real servers, but this is expensive. Another 
way is to use virtual machines, and an 
alternative to virtual machines are LX 
Containers. The goal of this project is to 
create this training environment using LX 
containers in order to make it easier for 
developers to configure computers, make it 
easier for users via the hardware and OS 
independece of LXC and make it cheaper 
than real servers.
In addition, creating a realistic network 
within the containers mimicking real world 
networks and amalgamating these pre-
configured vulnerable on-purpose 
computers with a storyline builds up more 
motivation for people to learn cyber 
security and increase training efficiency. 
Lastly, deliberately chosen vulnerabilities 
will be from all possible subdomains to 
show beginners what cyber security is like.

Solution
There are two user classes in this project, 
being standard user and admin. Anyone 
who has installed VPN can access to our 
container and use this training 
environment, however this project is 
especially aimed at people who want to 
train in cyber security. Thus, in order to 
proceed in their training, the users of our 
lab need to be experienced in exploits and 
must have a base networking knowledge 
at the very least. Also, the admins have to 
know the entire topic for every machine in 
order to configure them. Since, users will 
be working on pre-configured machines 
there will be no interaction between the 
admins and standard users.

Currently, penetration testing labs already 
exist. The innovation in this project is using 
LXC containers instead of real servers or 
virtual machines. This project will consist of 
pre-configured LXC containers to simulate 
a network with two computers with different 
vulnerabilities. Firstly, containers with 
vulnerabilities will be configured. Later, 
users need to connect our container 
hosting server through VPN. Every 
container has its own scenario to gather 
information about the vulnerability to 
proceed and connect to the next container 
in the network.

Results & 
Conclusion

As a result we have created a network of 
linearly connected four containers with 
vulnerabilities.These containers are hosted 
from a cloud server and VPN access is 
open for any users. 

We have learned that even a single tiny 
mistake in coding or in configuration is a 
critical vulnerability and can be exploited. 
Even when there is no known 
vulnerabilities, there is a chance someone 
can find a vulnerability for the first time. For 
this reason it is crucial to train cyber 
security professionals continuously.
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Figure 1 : User connection and system network architecture visualization.

The lab will consist of two sub networks that are connected to each other through only 
one machine in the lab. In order to do that, the user will have to pivot through that 
machine to access the other sub net.

(Public Network: It will be dual homed and Network Address Translated to the 
interface that reaches out to the internet.) (Pivot Network: Private network that can 
only be accessed through public network.) Figure 1: User connection and system 
network architecture visualization.
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